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Backup of the certificate with private key in Windows 7
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In explorer menu click on icon Settings and choose Internet options
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choose bookmark Content and then button Certificates

Internet Options @

| General | Security | Privacy | Content | Connections | Programs | Aduan::edl

Family Safety
& Control the Internet content that can [ '@'Family Safety ]

be viewed,

Certificates

IUse certificates for encrypted connections and identification.
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mark certificate which you want to backup and click option Export

x

Intended purpose: Ic:AII:b j

Personal I Other People I Intermediate Certification Authorities I Trusted Root Cerh’ﬁ:ﬁﬁorﬂ_’l

Friendly Mame
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Import... Export... Remove Advanced |

Certificate intended purposes

Secure Email

View

Learn more about certificates

in the Export wizard choose Next

Certificate Export Wizard ==

Welcome to the Certificate Export
Wizard

P’ i This wizard helps you copy certificates, certificate trust
< __%J lists and certificate revocation lists from a certificate

f—;;ﬂ store to your disk.,
A certificate, which is issued by a certification authority, is

a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Next.
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mark option ,,Yes, export the private key” and then Next

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(@) Yes, export the private key

() No, do not export the private key

Learn more about exporting private keys

< Back ][ Mext = ]l Cancel

leave the current PKCS #12 format setting

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER. encoded binary X, 509 {,CER)

Base-64 encoded X, 509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)
Indude all certificates in the certification path if possible

(@) Personal Information Exchange - PKCS £12 (PF¥)

[]indude &l certificates in the certification path if possible

[T Delete the private key if the export is successful

[ "] Export all extended properties

Microsoft Serialized Certificate Store (55T)

Learn more about certificate file formats
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enter password, which will protect this backup and select Next

Certificate Export Wizard @

Password
To maintain security, you must protect the private key by using a passwaord.

Type and confirm a password.

Password:

Type and confirm password (mandatory):

< Back l[ MNext = ][ Cancel

choose location, where will be your backup stored with option Browse

Certificate Export Wizard IE'

File to Export
Spedfy the name of the file you want to export

File name:

Browse...
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you can choose to save it on Desktop and then select option Save
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File name: backup v|
Save as type: | Personal Infermation Exchange (*.pfx) v]

(= Hide Folders

proceed with button Next

File to Export
Spedfy the name of the file you want to expaort

File name:

C:Wsers\Jack\Desktopbackup. pfx Browse..,
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for completion choose Finish

Certificate Export Wizard

Completing the Certificate Export
Wizard

Vo You have successfully completed the Certificate Export
e wizard.

= ‘You have spedified the following settings:

Export Keys fes
Indude all certificates in the certification path  No

File Format Persom;

4 1 I

< Back ][ Finish ][ Cancel ]

Exporting your private signature key

An application is requesting access to a Protected item.

Password for:

CryptoAF| Private Key

[ ok || Cancel || Defais..

I 1

Certificate Export Wizard

The export was successful,

file with backup which contains private key is saved in choosen location.



